
access a list of the associated business risks a nd control practices. That information can serve as 

a checklist when you begin reviewing the strength of your current process controls.  

 

This business risk and control information can help you assess your internal control environment 

a n d  a s s i s t  w i t h  t h e  d e s i g n  a n d  i m p l e m e n t a t i o n  o f  i n t e r n a l  c o n t r o l s .  P l e a s e  n o t e  t h a t  t h i s  

i n f o r m a t i o n  i s  a t  t h e  g e n e r i c  b u s i n e s s  p r o c e s s  l e v el and many companies will need to go beyond 

generic models to address the specific business processes that support the financial and 

nonfinancial disclosures being made. You can combine the insight of this business risk and 

control information with your i ndustry - specific knowledge and understanding of your company's 

environment when conducting internal control assessments and designing and implementing 

recommendations.  

 

Effectiveness and efficiency of operations  

A.  P r oper pr oduct s a nd q ua nt i t i e s ar e obt ai ned fr o m stor a ge.  
B. S hi p me nt s ar e del i ver ed o n ti me a nd i n a co st -
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Effect i ve ne ss a nd ef fi ci e nc y o f oper at i o ns  
 
A. Proper products and quantities are obtained from storage. 
 
Business risks 

• A suf fi ci e nt q ua nt i t y of pr od uct wil l not be a vai l abl e.  
• Impr oper pr odu ct s or i mpr oper qua nt i t i e s wil l be r et r i eved fr o m stor a ge.  

 
Control practices 

1. Compar e pr od uct s a nd q ua nt i t i e s r et r i eved fr o m stor a ge to t he c ust o mer or der and/or 
pr oduct r eq ui si t i o n.  

2. Mai ntai n per pet ual pr oduct i nve nt or y r ecor d s, a nd not i f y oper at i ons or ot her appr opr i at e 
per so nnel w he n i nve nt or y dr op s b el ow a pr edet er mi ned le vel.  

 
 



UNIVERSITY OF TOLEDO INTERNAL AUDIT DEPARTMENT 
TRANSPORT AND DELIVER PRODUCTS 

 
 

3 

B. Shipments are delivered on time and in a cost-effective manner. 
 
Business risks 

• 
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C. Shipments are delivered undamaged. 
 
Business risks 

• P acki ng mat er i al s, co nt ai ner s, or pr ocedur e s wil l be i nappr opr i at e for the nat ur e of t he 
pr oduct or met hod o f shi p me nt.  

• Recei pt of d a ma ged good s wil l r ed uce c ust o mer sat i sfact i o n. Fut ur e or der s wil l be lo st.  
• T he co mpa ny wil l i nc ur addi t i onal co st s i n pr oce ssi ng r et ur ns a nd pr o vi di ng r epl ace me nt 

good s.  
• T he co mpa ny wil l use i ne f fi ci e nt shi ppi ng met hod s.  
• Good s wil l be "o ver pr ot ect ed" a nd packi ng wil l not be co st ef fect i ve.  

 
Control practices 

1. Ident i f y a nd t e st alt er nat i ve packi ng mat er i al s.  
2. S el ect a co st -ef fect i ve co mbi nat i on o f ma t er i al s, co nt ai ner s, a nd pr oced ur e s t ha t 

adequat el y pr ot ect good s.  
3. Monitor t he i nci de nc e of da ma ged good s a nd i nco mpl et e d el i ver i e s, a nd take co r r ect i ve 

act i on, a s nece ssar y, to i mpr ove t he pr oce ss.  
 
 
D. Installations are made on a timely basis in accordance with customer expectations. 
 
Business risks 

• P r oduct s wil l be una vai l abl e.  
• Custo mer sat i sfact i o n wil l be r ed uced.  
• War r a nt y clai ms wil l i ncr ea se.  
• T he co mpa ny wil l i nc ur addi t i onal co st s o f cor r ect i ng a ny i nst al l at i o n er r or s.  
• Instal l er s wil l be unt r ai ned or una vai l abl e.  

 
Control practices 

1. Use pr e -number ed i nst al l at i on a ut hor i zat i o n doc ume nt s.  
2. Compar e i nst al l at i on do c ume nt s wit h c ust o mer or der s to ver i f y i nfor mat i on acc ur ac y.  
3. Re vi ew t he seq ue nce o f i nst al l at i o n doc ume nt s, a nd tr ack mi ssi ng a nd or d upl i c at e 

docume nt s to e nsur e t hat t he co mpa ny i s addr e ssi ng all a ut hor i zed inst al l at i o ns.  
4. P r ovi de suffi ci e nt tr ai ni ng to e mpl o yee s r e sp o nsi bl e for del i ver y a nd inst al l at i o n.  
5. Coordinat e sc hed ul ed i nst al l at i o ns wit h pr oduct i o n a nd d el i ver y sc hed ul e s.  
6. Monitor c ust o mer co mpl ai nt s r egar di ng pr od uct i nst al l at i o ns.  
7. Use per for ma nce me a sur e s to tr ack i nst al l at i on p er for ma nce i n ac hi e vi ng o n -ti me, 

tr oubl e -fr ee i nst al l at i o ns. Incl ud e per for ma nce mea sur e s suc h a s p er ce nt a ge o f or der s 
inst al l ed o n -ti me (a s de fi ned b y t he c ust o mer's req ui r e me nt s) a nd per ce nt a ge o f cust o mer 
inst al l at i o ns not r equi r i ng sub seq ue nt fol l ow up a nd r ewor k. 
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H. Shipments are accurately and completely recorded on a timely basis. 
 
Business risks 

• S hi ppi ng doc ume nt s wil l be i nac c ur at e or inco mpl et e.  
• T he or der or shi ppi ng doc ume nt at i o n wil l be lo st.  
• T he co mpa ny wil l i nacc ur at el y r ecor d t he q ua nt i t y a nd/or typ e of good s shi ppe d.  
• T he co mpa ny wil l not bil l c ust o mer s for good s shi pped.  
• T he co mpa ny wil l not ide nt i f y unbi l l ed shi p me nt s.  
• Delays i n r epor t i ng shi p me nt s wil l r e sul t in d el a yed bil l i ng a nd ca sh col l ect i o ns.  
• Re ve nue s a nd r el at ed co st  o f sal e s wil l be r ecor ded i n t he wr o ng acco unt i ng per i od.  

 
Control practices 

1. P r e -number  or der a nd shi ppi ng doc ume nt s a nd i nve st i gat e mi ssi ng doc ume nt s.  
2. Desi gn t he co mp ut er syst e m to ge ner at e shi ppi ng doc ume nt s dir ect l y fr o m sal e s or der 

r ecor ds to e nsur e t he acc ur ac y o f i nfor mat i o n r ecor ded o n t he doc ume nt s.  
3. Desi gn t he syst e m to capt ur e infor mat i o n r egar di ng shi p me nt s usi ng tool s suc h a s 

sca nni ng de vi ce s, bar codi ng, a nd dat a e nt r y of shi ppi ng doc ume nt s. Capt ur e da t a suc h 
a s: sale s or der aut hor i zi ng t he shi p me nt, c ust o mer na me a nd number, i nve nt or y par t 
de scr i pt i on a nd number, q ua nt i t i e s shi pped, tr a nsa ct i on d at e, a nd t he shi p me nt t er ms 
accor di ng to t he or der.  

4. Desi gn t he syst e m to e nsur e t he ac c ur ac y of t he capt ur ed shi p me nt dat a b y co m par i ng t he 
infor mat i o n  to sal e s or der dat a.  

5. 
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J. Shipment and installation transactions are reliably processed and reported. 
 
Business risks 

• Una ut hor i zed a cce ss to shi p me nt a nd i nst al l at i on r ecor d s wil l occ ur.  
• Loss, d e st r uct i o n, or alt er at i on o f shi p me nt a nd i nst al l at i on r ecor d s wil l pr ecl ud e the 

col l ect i on o f o ut st a ndi ng bal a nce s.  
• Una ut hor i zed c ha nge s to pr o gr a ms wil l ca use una ut hor i zed pr oce ssi ng r e sul t s.  
• Use of una ut hor i zed ver si o ns o f fil e s a nd/or pr ogr a ms wil l r e sul t i n una ut hor i ze d or 

incor r ect b usi ne ss tr a nsa ct i ons.  
• Files (tr a nsact i o n, re fer e nce, or ma st er) will be lo st, alter ed, or  da ma ged, re sul t i ng i n 

ine ffi ci e nci e s, lo st a sset s, or i ncor r ect pr oce ssi ng o f tr a nsa ct i ons.  
 
Control practices 

1. Req ui r e pr oper aut hor i zat i o n for all c ha nge s to t he syst e m's pr o gr a m r o ut i ne s.  
2. Appro ve te st r e sul t s o f c ha nge s to the syst e m's pr ogr a ms.  
3. Instal l co mp ut er syst e m sec ur i t y co nt r ol s to pr ecl ude una ut hor i zed modi fi cat i on of 

pr ogr a ms.  
4. Use tape a nd/or di sk ma na ge me nt syst e ms to e nsur e t hat appr opr i at e ver si o ns o f 

tr ansa ct i on fil e s, ma st er fil e s, a nd pr o gr a ms ar e used i n pr oce ssi ng.  
5. S afe guar d bla nk shi ppi ng a ut hor i zat i o ns, numer i cal l y co nt r ol l ed shi ppi ng doc ume nt s, a nd 

bil l s o f ladi ng fr o m una ut hor i zed ac ce ss a nd use.  
6. Docume nt ke y shi ppi ng pr oced ur e s a nd use t he i nfor mat i o n to tr ai n shi ppi ng pe r so nnel.  
7. Req ui r e that shi ppi ng p er so nnel co mpl y wit h doc ume nt e d c ut o ff pr oced ur e s.  

 
 




