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Contr ol pr act i ce s  
 
The fol l owi ng co nt r ol obj ect i ve s pr o vi de a b a si s for str e ngt he ni ng yo ur co nt r ol envi r o nme nt for 
the pr oce ss o f e nsur i ng co nt i nui t y of syst e m s. Whe n yo u sel ect a n obj ect i ve, yo u wil l acc e ss a 
list o f t he a ssoci at ed b usi ne ss r i sk s a nd co n t r ol pr act i ce s. That i nfor mat i on ca n ser ve a s a 
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Effect i ve ne ss a nd ef fi ci e nc y o f oper at i o ns  
 
A. Management and users are involved in and approve IT systems development. 
 
Business risks 

• Syste m s wil l not b e de si gned a ccor di ng to user need s.  
• Syste m s wil l not b e pr oper l y i mpl e me nt ed.  
• 
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Control practices
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C. Appropriate authorization and approval is required for any changes to IT systems. 
 
Business risks 

• Data will not b e pr oce ssed acc ur at el y or pr oper l y.  
• Progr a mmed co nt r ol s, suc h a s val i di t y te st s, t hat ma y pr e ve nt r ea so nabl y una nt i ci pat ed 

er r or s wil l be r end er ed inop er at i ve.  
• Syste m s r epor t i ng wil l not pr ovi de user s wit h suf fi ci e nt dat a to ver i f y t he acc ur acy, 

co mpl et e ne ss, a nd appr opr i at ene ss o f pr oce ssi ng.  
• Ongoi ng mai nt e na nc e co st s wil l be si gni fi ca nt l y hi gher.  
• Operati ng e ffi ci e nc y (both te c hni cal a nd f unct i o nal) will be r educ ed.  

 
Control practices 

1. Req uir e IT gro up to a ut hor i ze a nd appr o ve all syst e m s a nd pr ogr a m c ha nge s.  
2. Contr ol a nd r epor t all e mer ge nc y c ha nge s ( suc h a s q ui ck fi xe s to syst e ms).  
3. Docume nt e mer ge nc y fi xe s pr oper l y a nd i n a ti mel y ma nner.  
4. Req uir e user depar t me nt a ut hor i zat i on a nd appr oval for all syst e ms a nd pr o gr a m c ha nge s 

exc ept tho se r eq ui r ed to cor r ect pr ogr a m mi ng er r or s.  
5. Req uir e an appr oved c ha nge r eq ue st for all c ha nge s.  
6. Ensur e t hat pr ogr a m mi ng sup er vi sor s per for m a t hor ough super vi si o n a nd r e vi e w of 

pr ogr a m c ha nge s. Thi s i nvol ve s a det ai l ed cod e r evi e w, pr oce ssi ng t he c ha nge agai nst 
te st dat a, a nd par al l el pr oce ssi ng.  

7. Req uir e cha nge r eq ue st s to be i n wr i t i ng a nd i ncl ude t he r e a so ns for t he r eq ue st ed 
cha nge s.  

8. Req uir e cha nge s to be do c ume nt ed a nd appr o ved b y e mpl o yee s w ho do not ha ve dut i e s 
sur r o undi ng t he e xec ut i o n o f t he c ha nge.  

9. Retai n or i gi nal back up ver si o ns o f pr e -c ha nge fil e s unt i l se ver al r e vi si o ns ha ve been 
pr ocessed a nd new pr ogr a ms ar e te st ed a nd upd at ed.  
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F. Information systems are available as needed. 
 
Business risks 

• Busi ne ss co nt i nuat i o n pla nni ng wil l be poor or lacki ng.  
• IT saf e guar d s wil l be i nadeq uat e.  

 
Control practices 

1. Establ i sh a nd mai nt ai n se ni or ma na ge me nt co m mi t me nt for b usi ne ss co nt i nge nci e s.  
2. Mai ntai n a for mal b usi ne ss co nt i nui t y pla n.  
3. Asse ss t he i mpact o f new or modi fi ed syst e m s o n b usi ne ss co nt i nuat i o n pr oced ur e s.  
4. Establ i sh alt er nat i ve pr oce ssi ng ar r a nge me nt s.  
5. Test b usi ne ss co nt i nuat i on pr oced ur e s r e gul ar l y.  


