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(A) Policy Statement 

 
The confidentiality, integrity, and availability of sensitive data requires the use of 
reasonable and appropriate logical and technical security controls.  The university will 
secure its technology assets through measures designed to limit access to sensitive data to 
authorized users.  These measures may include logical access controls, identity controls, 
workstation and server controls, audit logs, and encryption technology. 
 

(B) Purpose 
 
This policy defines logical access controls and technical safeguards and prescribes their 
use for technology assets that access, create, process, transmit, receive, or destroy 
sensitive data. 
 

(C) Scope 
 
This policy applies to all University operating units, and to any University partnerships, 
vendor/vendee relationships or other contractual relationships where Sensitive 
Information may be exchanged, accessed, processed, otherwise disclosed. 
 

(D) Definitions   
 
(1) Device.  As used in this policy, “Device” shall retain its meaning as defined in 

section (D) of the Technology Asset Management Policy, University Policy 
Number 3364-65-05. 
 

(2) Information Technology Asset.  Information Technology Assets (“IT assets”) 
shall retain their meaning as defined in section (D) of the Technology Asset 
Management Policy, University Policy Number 3364-65-05. 
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